
VERIFIERSUBJECT ISSUER

cloud machine

cloud machine

cloud machine

Verifier’s service 
back-end

Verifier’s device (e.g., a totem)Subject device

Interface to 
Verifier’s service

LEDGER (when necessary)

interface to 
external 
service (e.g. a browser, 
alexa app)

EDGE

CLOUD

LEDGER DID bindings

Subject 
keyring
(token, 
smart card, 
device, 
wearable...)

human2machine interface

machine2machine interface

Data / consent

edge2cloud (m2m) interface

HUB

cloud machine

Issuer’s service 
back-end

Issuer’s device (e.g., a totem)

Interface to  
issuer’s service

AGENT

Data

Data

Subject 
agent

Interface to 
subject
agent

Data

Data / consent


